· I had a chance to discuss with the data access developer that supports RDBs, and he said that RDB changes can be audited, using the system management (*SYSMGT) audit level. 

https://www.ibm.com/docs/en/i/7.4?topic=administration-auditing-relational-database-directory&;

Auditing the relational database directory
This topic discusses how to audit program access to the relational database directories.
Accesses to the relational database directory are recorded in the security auditing journal when either one of the items listed here is true.
· The value of the system QAUDLVL is *SYSMGT.
· The value of the user AUDLVL is *SYSMGT.
· By using the *SYSMGT value, the system audits all accesses that were made with the following commands:
· Add Relational Database Directory Entry (ADDRDBDIRE) command
· Change Relational Database Directory Entry (CHGRDBDIRE) command
· Display Relational Database Directory Entry (DSPRDBDIRE) command
· Remove Relational Database Directory Entry (RMVRDBDIRE) command
· Work with Relational Database Directory Entry (WRKRDBDIRE) command

*SYSMGT will create SM audit entries when these commands are used. The layout of the SM entry is as follows:

https://www.ibm.com/docs/en/i/7.4?topic=entries-sm-systems-management-change-journal

But I do not see the level of detail you are looking for. It will tell you the RDB name and that is was changed, but I don't see the exact changes. Display the audit entry should also show the user/job that caused the change. 

That's all I have. If you wanted additional support, you could submit a Request For Enhancement (RFE), but that would take time to be assessed and make it into a release plan. 

Let me know if you have questions or if this is sufficient to close the call. 

Thanks,
Mike
IBM i Global Support - Database 
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Reid,
As Jennifer probably mentioned, the data presented by WRKRDBDIRE isn't pulled from an external object, so there is nothing to audit. The data is assembled from queries of file QSYS/QADBXRDBD, the Database Cross-Reference (XREF) file for RDB information on the system. I cannot recommend enabling auditing for that file to get ZC entries, and the ZC entries wouldn't have details anyway, just an indication that the file was changed.

Since the file is journaled to QRECOVERY/QDBJRNFILE, there are journal entries written when an entry is updated. The most robust way to display journal entries is the DISPLAY_JOURNAL table function. It will show the entry data, but that data has to be formatted based on the file description for the file, QADBXRDBD in this case. There is a technote that discusses this:

https://www.ibm.com/support/pages/node/958529

I wrote a query to just dump the entry data as hex (unformatted):

SELECT entry_timestamp, journal_code, journal_entry_type, X.current_user, job_name, job_user, job_number, entry_data
FROM TABLE (
QSYS2.Display_Journal(
'QRECOVERY', 'QDBJRNFILE', -- Journal library and name
STARTING_RECEIVER_NAME=>'*CURAVLCHN',
OBJECT_LIBRARY=>'QSYS', OBJECT_NAME=>'QADBXRDBD',
OBJECT_OBJTYPE=>'*FILE', OBJECT_MEMBER=>'QADBXRDBD' 
) ) AS X

ORDER BY entry_timestamp DESC ;
 
I can see the RDB name in EBCDIC X'C6C9D5C4D4C5' (FINDME) in the data, but determining what exactly changed, I cannot determine from this. If you look at DSPFFD for QADBXRDBD, it starts with CHAR(18) column, DBXRDBN.

Field Level Information 
Data Field Buffer Buffer Field Column 
Field Type Length Length Position Usage Heading 
DBXRDBN CHAR 18 18 1 Both RDB 
NAME 
Field text . . . . . . . . . . . . . . . : Relational Database Directory name 
Coded Character Set Identifier . . . . . : 37 

But, clearly for the update records, the RDB name is well into that string, not at the beginning. So, I'm not sure how to format that data starting with X'8003'. BTW, this update was to change the IP from 127.0.0.1 to 127.0.0.2 and back.

Note: By default, QDBJRNFILE omits the user and job information from entry information. It can be changed, but that would make entries larger, and, thus the journal entries larger, taking up more storage. I don't know that I can recommend changing the journal to log user and job information. I could consult development on that. 

This is all I can think of to try. I can ask our developer than supports the WRKRDBDIRE function when they are available, but I don't believe there is any other logging that is done to exploit.

Thanks,
Mike
IBM i Global Support - Database 
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